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1. O0mme noJI0KeHUst

Hacrosimee nonoxkenue paszpaboraHo B coorBercTBUM ¢ KoHctutyuuei P,
OenepanpabiMu 3akoHaMu:  OT  25.07.2002 Nell4-®3 «O mpoTuBOACHCTBUU
KCTPEMHUCTCKON aesTensHOoCcTH», OT 27.07.2006 Ne 149-03 «OO6 wunpopmaiuu,
MH(GOPMALIMOHHBIX TEXHOJOTHUSIX U 0 3amuTe nHpopmarmm», ot 27.07.2006 Ne 152-D3
«O mepcoHATBbHBIX HaHHBIX», OT 29.12.2010 Ne 436-®3 «O 3ammre nereit OT
uH(pOpMaLUY, TPUIUHSIIONIEH Bpe]] UX 3I0POBBIO U Pa3BUTHION, OT 29.12.2012 Ne 273-
@3 «O06 obpazoBanuu B Poccuiickoit denepanum.

JlaHHBIM ~ JIOKaJbHBIM aKT perjJaMEeHTHpPYeT BOIPOCH HHGOPMaIMOHHON
06e3onacHOCTM B MyHUIIUMIIAIFHOM Ka3eHHOM 00I11€00pa30BaTeIbHOM yUPEKICHUU
«llentp o6pazoBanmss uMm. A. HekpacoBa» ropoma Kuposo-Uenenka (ILlentp
oOpa3oBaHHs).

B 1llentpe o00pa3oBaHusi pa3BepHyTa JOKAJIbHO-BBIYHCIUTEIbHAS CETh C
BBIXOJIOM B MHTEPHET, MO IJIeKalias UHPOPMaIMOHHOM 3allIuTe.

[Tox 06e30MacHOCTHIO JIOKAJIBHO-BBIYUCIUTENbHAS CETH MHOTONPO(UILHOTO
Juues TOHUMAETCS €€ 3alllMIIEHHOCTh OT CIYy4YallHOro WKW MpeaHaMEPEHHOIrO
BMeEIIIATEILCTBA B HOPMAJIBHBIN TIpoliecc (GyHKIIMOHUPOBAHUS, a TAK)KE OT ITOIBITOK
XHUIICHHSI, MOTU(GUKAITIN WIIA Pa3pyIIeHUs €€ KOMIIOHEHTOB. be30MmacHOCTh CUCTEMBI
nocTUraeTcs  o0ecrneueHrueM  KOH(UICHIMAIbHOCTH, oOpabaTtbiBaeMoit €ro0
nHOpMAIMK, a TaKXKe IIEIOCTHOCTH W JOCTYITHOCTH KOMIIOHEHTOB U PECypCOB
CUCTEMBI.

be3onacHoCcTh cHCTEMBI 0O0ECHEUMBAETCS KOMIUIEKCOM TEXHOJIOTHYECKUX M
aIMUHUCTPATUBHBIX MEp, TMPUMEHSIEMBIX B OTHOIICHUM allapaTHBIX CPEJCTB,
IporpamMm, JaHHBIX U CIYXO C IeJIpI0 00ecreueHus: JTOCTYIMHOCTH, LETOCTHOCTU H
KOH(UIEHIINATLHOCTH CBSI3aHHBIX C KOMIIBIOTEPAMU PECYPCOB; CIO/IA KE OTHOCSITCS U
IPOLIETyPbl MPOBEPKU BBIMOJHEHUS CUCTEMOW OMNPEICICHHBIX (DYHKIIMI B CTPOrOM
COOTBETCTBHUH C UX 3aIJTAHUPOBAHHBIM MOPSAKOM paOOTHI.

Cucrema obecrieueHus: 6€30MacCHOCTH COCTOUT U3 CIEAYIOUINX MOJICUCTEM:

— KOMITbIOTE€pHAsi 0€30MacHOCTb;

— 0e30I1acHOCTh JAHHBIX;

— 0e30macHoe MporpaMMHOE 00ECIICUCHHE;

— 0€30MacHOCTh KOMMYHUKALIUM.

KomnbroTepHas 6€301MacHOCTh 00€CTIEUMBACTCS KOMITJIEKCOM TEXHOJIOTUYECKUX
U AJMUHUCTPATHUBHBIX MEp, MPUMEHSEMBbIX B OTHOIIECHWW alllapaTHBIX CPEICTB
KOMITBIOTEpPAa €  IeJbI0  O0ecrnedeHus:  JIOCTYMHOCTH,  IIEJIOCTHOCTH U
KOH(DUICHIIMAIEHOCTH CBA3aHHBIX C HUM PECYPCOB.

be3onacHOCTh aHHBIX JOCTHTAeTCs 3AIUTON JAHHBIX OT HEABTOPU30BAHHBIX,
CIIy4allHBIX, YMBIIUICHHBIX WM BO3HHUKIIMX IO XaJaTHOCTH MOJU(DUKAIUH,
pa3pyIICHUI UK pa3TIIalieHuUs.

bezomnacHoe nporpamMmMHoOe oOecrieueHue MPeCTaBIsIeT cOO0M 0OIIeIe/ieBbIe U
NPUKJIAIHbIE TPOTpaMMbl U CPEICTBa, OCYIIECTBISIONIME OE€30MacHyr0 00paboTKy
JAHHBIX B CUCTEME U 0€30MacCHO MCIOJb3YIOIIUE PECYPCHI CUCTEMBI.

be3onacHOCTh KOMMYHUKAITUH 00CCIICYMBACTCS TIOCPEACTBOM ayTCHTU(UKAITIN
TEJICKOMMYHHUKAIIMA 3a CYET NMPHUHATHS MEp MO NPEIOTBPAIICHHUIO MPEI0CTABICHUS
HEAaBTOPH30BAHHBIM JIUIIAM KPUTHIHOW WH(OOpMAIMU, KOTOpas MOXKET OBITh BbIJaHA
CUCTEMOM B OTBET Ha TEIEKOMMYHHUKALIMOHHBIN 3ampoc.



K oOwvextam wuHbpopManmoHHoi Oe3omacHocTu Llentpa oOpa3oBanus
OTHOCSIT:

— uHpOpPMAIOHHBIE pecypchl, coJiepIKaIue KOH(HICHIIHATLHYIO
MHQOPMALIMIO, MPEACTaBICHHYI0O B BHUAE JOKYMEHTHPOBAHHBIX WH(POPMAIIMOHHBIX
MacCHBOB U 0a3 TaHHBIX;

— CpeIcTBa W CUCTeMbl WMH(POpPMATH3ALUU — CPEACTBAa BBIYMCIUTEIHHONH U
OpraHU3allMOHHON TEXHUKH, JIOKAJIbHOW CETH, OOIIECHCTEMHOE U MPHUKIATHOE
IporpaMMHOE 00eCrieueHue, aBTOMAaTU3UPOBAHHBIE CUCTEMBI YIPABICHHUS PaOOYNMHU
MECTaMH, CHCTEMBl CBSI3M W TIepeladyd JaHHBIX, TEXHHUYECKHE CpeAcTBa cOopa,
perucTpanuu, nepenadu, 00padboTKu U 0TOOPAKEHUS HHPOPMAITUH.

2. O cHCTEMHOM AJIMUHUCTPUPOBAHUHU U 00SI3AHHOCTSIX OTBETCTBEHHOI0
3a HH(POPMANMOHHYIO 0€30MACHOCTb.

2.1. 3apmaum, CBSi3aHHBIE C MepaMHU CHCTEMHOTO aJMHUHUCTPUPOBAHMUS,
o0OecnieunBaromero MH(GOPMALUOHHYI0 0O€30MaCHOCTh SBIIAIOTCS YacTbl0 PpPadOTHI
OTBETCTBEHHOTO 32  HMH(OpPMALMOHHYIO  O€30MaCHOCTb MO  OOCIYKHBAHUIO
KOMITbIOTEpHOM TexHUKHU B LlenTpe oOpazoBanus.

2.2. Jlns peuienus 3aady WHGOPMAIIMOHHON 0€30MaCHOCTH OTBETCTBEHHBIN 3a
UH(OPMAITMOHHYIO 0€30MaCHOCTh JOJIKEH:

2.2.1 Cnequth 3a coOirofcHHEeM TpeOOBaHMM 1O MApOJbHOW 3aluTe, B TOM
YHCIIe OCYIIECTBISITh U3MEHEHHUE TMapoJiel T0 Mepe HEOOXOAMMOCTH (yTparta maposs,
MOSIBJICHHE HOBBIX MOJIH30BATENEH B CBSI3M C NU3MEHEHHEM KaJIpOBOTO COCTaBa U Tp.);

2.2.2 ObecneynBaTh (YyHKIMOHUPOBAHUE IPOrpPaMMHO-aIapaTHOrO
KOMITJIEKCA 3aIUTHI IO BHEITHUM TU(PPOBHIM JIMHHSIM CBSI3H;

2.2.3 ObecrieunBaTh MEPOMPHUATHUS IO AHTUBUPYCHOW 3alUTE, KaK Ha YPOBHE
CEpBEPOB, TaK U Ha YPOBHE IMOJIH30BATENICH;

2.2.4 OO6ecneunBaTh HOpMaibHOE (DYHKIIMOHMPOBAHUE CHUCTEMBI PE3ECPBHOTO
KOITUPOBAHMUS.

3. ba3bl JaHHBIX

3.1. Jlns xaxaod 0a3bl MaHHBIX MPHUKA30M JAUPEKTOpa MHOTOMPO(UIHLHOTO
JMIIes] Ha3Hau€H OTBETCTBEHHBIN 3a BeJleHue 0a3bl JaHHBIX.

3.2. Bce mpomuemypbl 1m0 HCHOJB30BAaHUI0 W OOCTYXHBAaHHUIO Oa3bl JTaHHBIX
OCYUIECTBJISIET OTBETCTBEHHBIN 3a BeZieHUE 0a3bl JaHHBIX. B ToM unce:

— Ppe3epBHOE KOIIMPOBAHUE;

— IEPUOJNYECKUN KOHTPOJIb UCTIPABHOCTH PE3EPBHBIX KOIHIA;

— MOJKIIFOUYEHHE U OTKIIFOUYEHHE M0JIb30BaTENEH;

— BHECEHUE U3MEHEHUM B CTPYKTYpy 0a3bl MpU HEOOXOIUMOCTH;

— MpoyYKe BUABI padOT, CBA3aHHBIX C JAHHOU 0a30M.

3.3. B cayuae ecnu 06a3a gaHHBIX TpeOyeT MaApOJBbHON 3allMTHI, TO
OTBETCTBEHHBIM 3a 0a3y JaHHBIX PYKOBOJACTBYETCS TpeOOBaHUsSMU pazfena 4
«CucreMa ayTeHTU(PUKALUW» HACTOSILETO JOKYMEHTA.



4. Cucrema ayTeHTH(PUKATNH

4.1. Ha Bcex knuentckux [IK ucnonb3yercst MTULIEH3UPOBAHHbBIE ONEepallMOHHBIC
cuctempl:  WINDOWSXP, WINDOWS7, WINDOWSS8, WINDOWS 8.1,
WINDOWS10.

4.2. JIns WCTONB30BaHMS JIOKAJBHOW BBIYHCIUTEILHONM CETH B y4eOHOM
MpOLIECCe  HCMHONB3YIOTCS  TPYNNOBasg HJICHTU(PUKALUA:  IOJb30BATEIb-yYUCHHUK,
MOJI30BATENb YYUTEIb, aAMUHUCTPATOP C PA3rpaHWYEHUEM MPaB JOCTyIa K IarKam
¢aiinoBoro cepsepa.

4.3. Jlns Bcex mosib3oBaresieit 0a3 JaHHBIX YCTaHABIMBAIOTCS YHUKAIbHBIC
MapoJIN.

4.3. IleproauIHOCTH MJIAHOBOM CMEHBI TTapoJieit 1 pa3 B Havase yueOHOTO Toja.

4.4. YcTaHOBUTh  OJIOKMPOBKY  YYETHOM  3allMCH  IOJIb30BAaTele  Mpu
HEMpPaBWJILHOM Habope maposis 0oJiee msITh pas.

4.5. YcTaHOBUTh OJOKMPOBKY OJKpaHa M KIAaBHATyphl TP OTCYTCTBHUH
aKTUBHOCTU TIOJIb30BaTeNsi Ha padodyem Mmecte Oojee 30 MHH., C TOCIETYIOIIUM
BBOJIOM Mapoutst i71st pazonokupoBanus [1K.

4.6. Bectu xypHan Ha3HAYEHUSI U CMEHBI MapoJiel eUHbIN 1J1d Bcex 0a3
JTAaHHBIX.

4.7.006s3aTh MOJIB30BaTENIEd HE pasriallaTh CETEBbIE PEKBU3UTHI (MMEHA H
MapojiM) sl J0CTyna K HWH(GOPMAIMOHHBIM pecypcaMm, a TakKXe XpaHUTb HUX B
HEJOCTYITHOM MECTE.

4.8. O6ciyXxUBaHHE CHCTEMbI ayTeHTU(UKALIUN OCYIIECTBIISIOT OTBETCTBEHHBIC
3a 0a3bl JaHHBIX.

5. 3amuTa no BHeMHUM UGPOBBIM JTUHUSIM CBA3HU

5.1. B nensix yMeHBIIIEHUS! pUCKa MMOBPEXKACHUS MPOTPAMMHOT0 00ecTieueHus u
yTepu HUHPOpManuu, JOCTYIl U3 BHYTpeHHeH ceTu Bo BHewHiow (MHTepHer,
AJIEKTPOHHASI TMOYTa) OCYILIECTBISIETCS Yepe3 KOMIBIOTEPbl C YCTaHOBJIEHHBIMHU
OpaHAMay>pOM U aHTUBHUPYCOM.

5.2. 3ampeleHo HECaHKIIMOHUPOBAHHOE HCIOJIb30BAaHUE MOJIEMOB WJIM HMHBIX
cpencts noctyna ¢ [1K, nogk/iro4eHHbIX K BHYTPEHHEN CETH, BO BHEIIIHUE CETH.

5.3. IloaknroueHrne MIKOJBHBIX pabOYMX CTAaHIMA K BHEUIHUM JIMHHUSM CBSI3U
MPOU3BOJIUTCS B JIOKAJIBHON BRIYHCIUTEIBHON ceTH 1o npotokoiam Ethernet u WiFi.

5.4. 3anpenieHo NOAKIIOYEHHE PAa3IMYHbIX MOOWJIBHBIX YCTPOWCTB (JIMYHBIX
Tese()OHOB, IUIAHIIETOB M JPYTUX TaDKETOB) K mkoyibHoM cetr WIFI.

6.3amuTa OT HeCaHKIUOHMPOBAHHOro mnoaAkaw4Yenus k JIBC wu
pa3MeneHne AKTUBHOIO CETEBOr0 000pPyA10BaHUs

6.1. IllkonbHBINA cepBep pa3MEIlEeH B CHEUUATBHO BBIIEJIECHHON CEpBEPHOM, C
OrpaHUYEeHHUEM JIOCTYTIA.

6.2. Joctynm Kk cepBepy OrpaHHWYEH IMapoJjieM, KOTOPBIM H3BECTEH TOJIBKO
OTBETCTBEHHOMY 3a MH(OPMAIMOHHYIO  O€30MaCHOCTh, OTBETCTBEHHOMY  3a
uH(pOpPMaTU3ALINIO, UHKEHEDY.

6.3. KommyTtaropsl, KOHILIEHTPATOpbI, POYTEpPbI, TOUKH AOCTyNa W Ipouee
aKTUBHOE CETeBOE OO0OpYyIOBaHHE pACIONIOKEHO B MeCTaX, IO BO3MOXHOCTH,
MCKJTIOYAIOIINX CBOOOHBIN TOCTYII.



7. IIpoueaypa yBoJIbHEHUS COTPYJIHUKOB, HMEIOIIMX JOCTYII K CETH

7.1. B ciydae KaapoBBIX NEPECTAHOBOK U M3MEHEHUN BCE OTBETCTBEHHBIE 32
0a3pl JaHHBIX I[IE€PEHA3HAYAIOTCAd IPUKA30M JIUPEKTOpPA, HOBBIM COTPYAHHUKAM
MIPEAOCTABIISIOTCS JIOTHHBI U TAPOJIH IS AOCTyNa K 0a3aM JaHHBIX.

8. AHTUBHpYCHAs 3alUTA

8.1. IlpaBuna moJIb30BaHUS BHEIIHMMH CeTEeBBIMU pecypcamu (MHTEpHeT,
AJIEKTPOHHAS MOYTa U T.J.).

8.2. OCHOBHBIM CIIOCOOOM TIPOHUKHOBEHHSI KOMITHIOTEPHBIX BHUPYCOB Ha
KOMITBIOTED I0JIb30BaTE/Isl B HACTOAIIEE BpeMs SIBISCTCS VIHTEPHET M DJICKTPOHHAS
noura. B cBS3W ¢ 3THM He JomyckaeTcss pabora 0e3 opraHW3alid aHTUBHPYCHOM
3aIUTHl. AHTUBHPYCHAs 3allliTa OPTaHM3yeTCcsS Ha ypOBHE padOuYMXx CTaHIUHA U
cepBepa MOCPeICTBOM JIMIIEH3UOHHOTO aHTUBUPYCHOT'O TPOTPAMMHOTO 00eCTICYeHUSI.

8.3. OOHoBIeHHE ©0a3bl HCIOJIB3YEeMOT0 aHTUBHUPYCHOTO IPOTPAMMHOTO
oOecrieueHuns OCYIIECTBISETCS aBTOMAaTUYECKU HE PEXE OJTHOTO pasa B JICHb.

8.4. 3a cBoeBpeMeHHOE OOHOBJCHHME AHTUBHUPYCHOTO TMPOTPAMMHOTO
oOecrieueHrs OTBEYACT OTBETCTBEHHBIN 32 MH(POPMAITMOHHYIO 0€30TIaCHOCTD.
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